He Tonbko «pycckue»: Kak xakepbl rpabat AMepuky. KTo u 3auem yctpamsan kubepartaku Ha CLUA

CnoBocoyeTaHue «pyccKkue xakepbl» HaCTO/NIbKO NPOYHO YKOPEHUIOCb B CO3HaHUU
rpaxpaH CLLA B HeraTUBHOM CMbICJie, YTO C/I0XHO NpencTaBuTb, 4To y LLiITaToB ecTb
6onee 310KO3HEHHbIe Bparu. Tem He MeHee, AMepuKa cTpagaeT oT KubepnpecTynHUKOB U
M3 OpYyrux ctpaH Mupa, Kotopble C MOMOLLLbIO XaKepCKUX aTak MbiTaloTCA NOLIAaTHYTh
3anagHylo AeMoKpaTuio.

Poccus

Pycckue xakepbl ¢ HefaBHUX nop ctanu rnasHbIM Bparom CLUA 1 B MaccoBoi KynbType, 1 B
nonutrke. MNponsowno aTo nocne npe3naeHTckmx Bbibopos 2016 roaa, no pesynbtatam
KOoTopbix Nobeny oaepxan kaHamaaTt ot pecnybnukaHues JoHanba Tpamn. Ewe Bo BpeMsi
npaiimepuna oH obewan yny4wmnTtb oTHoweHUsi ¢ Poccumeit (B copepax, rae ato BoirogHo CLUA)
«ronagnTb C [NyTUHBIM».

N36paHue Tpamna ctano 60NbWwo HEOXNAAHHOCTLIO AN BAWWHI TOHCKOro NCTEONMWIMEHTA.
Bo MHOrom noatomy ckaHaanbHble coobweHns 0 «B3/10Me BbIOOPOB» NpeBpaTunach B
LEeHTpanbHyO TeMy NOBECTKU AN NOMUTUYECKMX KOHKYPEHTOB aMepuKaHCKoro npesngeHTa.

Ewe netom 2016 roga ctano U3BeCTHO, 4TO NoYTa COTPYAHNKOB HALMOHANbHOro KoMmMTeTa
JlemokpaTtumyeckon napTum noaBeprnacb Xxakepckom atake. Y Tevkn KoHuaeHumnanbHom
Nepennckn ckopo NosIBUANCL B ceTu 1 Bpocunnu TeHb Ha geMokpaTky Xunnapy KNnHTOH,
conepHuuy Tpamna Ha Bbibopax. Cneucnyx6bl CLIA npakTMyeckn MrHOBEHHO Havanm
FrOBOPUTb O «POCCUIACKOM cnefe», YTO B UTOre NpMBENO K LEeNon Teopumn 3arosopa o
BMewartenbcTee Kpemns.

CnycTs ron nocne BblbopoB B Hosibpe 2017 rona npeactasutenn Facebook, Twitter n Google
nanv nokasaHus nepepn ceHatom CLUA, B KoTopbIx 3asiBUAN 0 Nokynke 60nblumnx 06 eMOB
NONNTMYECKON peknambl, KOTOPYIO B 0OLWEN CNOXHOCTU MOrna yBuAETb NOYTU NONOBMHA
HaceneHns Amepukun. Ha Tekywmin MomeHT B KOHrpecce Bce elle npogonxaeTcs
paccnenosaHve BEPOSATHOrO BMewarenbctTea Poccum, HO HEONPOBEPXMMbIX foKa3aTenbCTB
Tak 1 He HblNo NpeacTaBeHo.

AKTMBHbIE Mepbl MO NPefoTBpPAaLIEHNIO XaKepCKUX aTtak Ha amepuKkaHcKue cepsepbl Havanucb
ele npv npownom npesnaeHte CoeanHeHHbix LTato Bapake Obame. O6 3TOM, B HACTHOCTH,
coobuwan 6biBwnii roccekpetapb CLIA IOxoH Keppu B nHTepsbto ceteBomy nspanuo Wired.
Keppwu Takxe 3asBnsin, 4T0 OTBETHbIE Warn MOryT OblTb HE3aMETHbIMK ANS WUPOKOA Ny6nnku.
['naBa ["'ocpena pacckasan, 4To BawnHrToH He 3anHTepecoBaH B Havyane KOHPOHTaUmm ¢
MockBoii B KMbeprnpocTpaHcTBe.

Tem He MeHee, aTOro cueHapus n3bexaTb He yaanocb. B okts6pe npownoro roga
ochuumanbHblil npeactasutens benoro noma Ixow SpHecT 06bsBun, 4to Obama
«paccMmaTtpueaeT Haanexalume OTBeTHble MePbl B OTHOWEHUW MOMbITOK PyCCKUX NOAOPBaTb
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Hawy NONMNTNYECKYIO CUCTEMY»,

B anpene Tekywero roga koHrpecc CLUA BHeC 3aKOHOMPOEKT, KOTOPbLINA NpeagycMaTtpueaeT
BBEAEHME HOBbIX CaHKLWIA B OTHOWeEHNM Poccrm B OTBET Ha «knbepartaku n apyrue
arpeccuBHble gencteug». B asrycte JoHanbn Tpamn nognucan 3akoH O BBEAEHUN HOBOMO
nakeTa caHkuuii npotme Poccun. Tpamn noanucan 3akOHOMPOEKT, «4TOObl COXPaHUTb
amMeprikaHcKoe eauHCTBO», o6aBM OH.

UpaH

Ho He Tonbko pycckue xakepbl 6ecnokosit CoeanHeHHble LLTtaTel — B HOsIGpe cTano
N3BECTHO, YTO aMepPUKaHCKOE MUHUCTEPCTBO IOCTULUN FOTOBUT HECKONIbKO KPYMHbIX Aen O
B3/10Me, B KOTOPbIX MOA03pEBAIOTCA rpaxgaHe VpaHa, B TOM 4nucne 0 rpoMKOM B3/10Me
TenekaHana HBO B 2017 roay.

MpenctaButenu cneucnyx6 CLUA oTHecnucb K 3asiBIEHNIO MUHIOCTA O Xakepax CKenTUYecKm
— 06HapoaoBaHne 06BUHEHNIA MOXET CUNbHO YCNOXHUTL paccnefoBaHne n coenatb
HEBO3MOXHbIM NMOUMKY HEKOTOPbIX NPECTYNMHUKOB. Tak, HanpuMep, CNy4Mnocb C Xakepom
Bexsanom Mecpu, KOTOPOMY NPUNUCLIBAETCS B3/1I0OM aMepukaHckom KuHokoMnaHum HBO u
NOXULLEHNEe HECKONbKUX anNM3040B 1 cueHapues cepuana «rpa npecTtonos».

Mecpwm yrpoxan onybnmkoBaTtb €elle He Bblleawme cepun, Tpebys B3aMeH Bbikyn B OMTKOMHAX.
Tem He MeHee, apecToBaTb Mecpu 1 NpuBEYb €ro K OTBETCTBEHHOCTU By et
3aTpynHMTenbHo, Tak kak y CLUA n VpaHa HeT cornaweHuns o6 akcTpaguumm, a cam
NPecTYNHMK Tenepb BPSO NN KOrAa-HWbydb CTYNUT HA aMepPUKaHCKYo 3eMIL0.

B okTs16pe Tekywero rona npe3naeHT CLA LoHanbn Tpamn 06b5BUA 0 HOBO
BCceobbemnowen ctpaterun BawnHrtoHa B oTHoweHun Mpana. «MpaH Haxoantcs noa
KOHTPONEM pexunma oaHaTukoB», — pacckasan B benom noMe aMepukaHCKuin Npe3naeHT.
Tpamn Ha3Ban MPaHCKUA PEXUM «pacrnpoCTPaHSIOWNM CMEPTb 1 Xaoc No Mupy». NoMnumo
npoyero, oH BCnoMHWn 3axeaTt noconbctea CLWA B TerepaHe B 1979 rogy v nogoepxky
MpaHoM TeppopuctoB. ECTb TakXe OaHHble 0 TOM, YTO TerepaH nepenaet TexHonorun KHOP,
ynomsHyn Tpamn.

CeBepHasi Kopesi

CeBepoKOpERCKNX XakepoB aMmepukaHLbl 0OBUHSAOT MO LenoMy psay rpoMKUX Aen.
CyuwecTByeT nonynapHoe MHeHue, 410 KHIP sBnsieTca cCnoHCOPOM M3BEeCTHOW
KnbepnpecTynHoi rpynnuposkmn Lazarus Group.

B 2014 rony ata rpynnupoBka coBepLimna xakepckyto ataky Ha aMmepuKaHCKyo KUHOCTYAMIO
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Sony Pictures, sikobbl B kayecTBe npoTecTa nepen npembepoi gounbma «HTepBblo» —
Komenuu, B KOTOPOW coBepluaeTtcs nokyweHne Ha nuaepa CesepHon Kopen Kum YeH blHa.

B dpeepane 2016 rona Lazarus Takxe coBepwmnn gep3koe HanageHne Ha LleHTpobaHk
BaHrnapewa, noiTascb BbIBECTM C ero c4etoB okono $1 mnpa. Cnyx6a 6e3onacHocTn cymena
3a6/10KMpOBaTh YacTb TpaH3akumii, HO B6aHK ycnen noTepsite $81 MH.

CeBepoKopeickM xakepam NpunncbiBatoT U MUPOBYIO knbepataky Bupyca WannaCry,
nopasuBLLEell MHOrMX CBOVMM MacluTaboM — BCEro OT AEeNCTBUIA 3N10yMbIWNEHHUKOB NOCTpaaanu
150 rocynapcTte nnaHeTbl. AkcnepTbl coobwmnu, 4To B koge WannaCry 6binun HailoeHbl
NOeHTUYHbIe pparMeHTbl, coBnajarolme ¢ KoaoM TposiHoB Lazarus. He nckniovaetcs
BO3MOXHOCTb TOr0, YTO CXOACTBO koaa 6bino cneunansHo cpabpukoBaHo, HTo6bI ynKn
ykaabiBanu Ha KOHP, Ho B ntobom cnyyae XenesHblx 4okasatenbCTB MPUYACTHOCTM TOW MAn
WHOW rpynnMPOBKK NOKa He Hawn.

ITN NCTOPUN TONBbKO NOAMNUTLIBAIOT aTMOCepy B3aMHOM0o pasapaxeHus, kotopas
onpegensieT COBPEMEHHbIE aMeprKaHo-ceBepokoperckue oTHoweHns. MNMpesngeHt CLUA
Bapak Obama BBen nononHuTensHble caHkumm npotne KHIOP nocne B3noma komnaHum Sony
Pictures.

Mepbl N0 OrpaHnyeHnsM 3aTPOHY N TPU OpraHu3aunn u 0ecsiTb CEBEPOKOPENCKUX
4YMHOBHUKOB. CaHKLIMN KOCHYIMCb CEBEPOKOPENCKo pa3seapiBaTenbHom cnyxosl (RGB),
KOMMaHuu no passuTuio ropHopyaHoin npombliwneHHocty (KOMID) n Toprosoii koprniopaumm
«TaHryH», a Takxe OecsaTu CEBEPOKOPENCKMX YUHOBHUKOB, B TOM Y1cne nuu, paboTarowmx B
WNpaHe, Cupwnm, Kntae, Poccun n Hammbunm.

HbiHewHwin npesnneHT CWA Honanbg Tpamn, okasbisas nasnexHve Ha KHIOP, npegnoyuntaer
He 3KOHOMMYeCcKMe Mepbl, a BOEHHbIE yrpo3bl. BnpouyeM, xakepckme ckaHaansl — yao6HbIi
npeanor ons peanuaaunm nobbix orpaHNYnMTENbHbBIX MEp.

Kutan

He cTtomT cHbpacbiBatb CO CHETOB U kKuTarckmx xakepos — B CLUA kubepnpecTtynHukam m3
KHP npunucbiBaloT cpasy nBe KPYnHbIX atakwu.

[MepBas npousowna gea roga Hasag B 2015 rogy — B3710My NOABEPrIUCb KOMMbIOTEPHbIE
cucTeMbl YnpaBneHus kapposoi cnyx6bl CLIA. 9To NnprBeNo K yTeyke NepcoHanbHbIX AaHHbIX
21,5 mnH yenosek. AMepukaHckme cneucnyXx6bl Tak 1 He CMOr IV HAYEro fokasaTtb, HO B
KayecTBe rnaBHOro nogo3pesaeMoro B goknagax dourypuposan uMeHHo Kurtai.

Bropas cnyynnacb B 2016 rogy — Toraa npeanonoXuTenbHO KUTanckne BOEHHbIE Xakepbl
NOXUTUNW YepTeXU amepukaHckoro 6oesoro camoneta F-35 n F-22. 9710 npmnBeno Kk ToMy, 4To
B Kntae nosisuncs J-20 — ctenc-uctpebutenb, NoAo03puTeNbHO NOXOXWUA Ha MawmHbl CLUA,
OMMCaHHbIE B MOXMLWEHHbIX NnaHax. Bnpoyem, Kutaii otBepr Bce 06BMHEHUS B WINNOHAXE.
LencTBna KNTanckmx NPecTynHNKOB NPUBENM K KpaXe KOMMEPYECKMX TalH 1, Kak cyntTaeTcs,
OCYyLWECTBNSANNCHL NPU COAENCTBMU KMTANCKOro NpaBmTenbCcTBa, coobwanu The Washington
Post co ccbinkoi Ha UCTOYHNMKU B aAMUHUCTPaLMK Npe3naeHTa.
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M3BecTna 0 BO3MOXHbIX 9KOHOMMYeckux caHkumsax CLUA npotns Kntas nossmnuce B
npeanBepun 3annaHMpoBaHHOro Ha ceHTs6pb 2015 ropa Buauta npeacenatens KHP Cu
LIavHbnuHa B BawmHrtoH. MNpeTeH3nn 0THOCMTENbHO 3KOHOMMYECKOrO yuepba 0T KMTakckmx
XakKepoB CONPOBOXAaeT HeNerknm npouece yperynmposaHns HOBbIX Mpasui, No KOTOPbIM
amepuKaHckasi agMUHUCTPAaLMS XO4eT BbicTpamBaTtb 6usHec ¢ NeknHom.

Mapraputa "'epacrokoBa, no matepuanam www.gazeta.ru

174



